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Instructions for connecting to the FDIBA Wireless Network

(Windows Vista)

In order to connect, you need your username and password, as well as the
FDIBA Root Certificate which you need to install on your laptop or
smartphone.

1) Root Certificate Installation
To obtain the certificate, please perform the following steps:

1. Log on to a desktop computer in one of the PC rooms using your
username and password and use Windows Explorer to navigate to the
location X:\ Wireless Network.

Note: You can also download the certificate outside the FDIBA network
using the URL: http://fdiba.tu-sofia.bg/downloads/FRC.cer
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2. Copy the file FRC.cer to a USB Flash disk or a diskette.
3. Transfer the certificate file on your laptop or smartphone.

\VV

4. Double-click on the certificate file. You should see the following

window:

General | Details | Certification Path |

=

.;@]g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: FDIBA Certificate Authority

Issued by: FDIBA Certificate Authority

Valid from 24.7.2007r. to 24.7.2032r.

Learn more about cerfificates

Install Certificate... | || Issuer Statement

Click on Install Certificate...

5. In the Certificate Import Wizard click Next >.
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Welcome to the Certificate Import

Wizard
P This wizard helps you copy certificates, certificate trust
<l % lists, and certificate revocation lists from your disk to a
= certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept,

To continue, dick Next.

< Back Mext = l | Cancel

L

6. Select Place all certificates in the following store. Click Browse...
and select Trusted Root Certification Authoirities. Click Next>.

Certificate Import Wizard &J

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specdify a location for
the certificate.

Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse...

Learn more about certificate stores

< Back || Next > || Cancel

7. Click Finish to complete the Certificate Import Wizard.
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Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

"'.-:_f:jb? You have specified the following settings:
Certificate Store Selected by User IV I d®= gl
Content Certificate
I T 3

< Back J[ Finish ]I Cancel

L

8. Verify the certificate by comparing the Thumbprint (shal) value in the

Security Window with the value shown here. If they match, click Yes.
[ Security Wamning Lﬁ‘

You are about to install a certificate from a certification authority (CA)
I % claiming to represent:

FDIBA Certificate Authority

Windows cannot validate that the certificate is actually from "FDIBA
Certificate Authority". You should confirm its onigin by contacting
"FDIBA Certificate Authority”. The following number will assist you in
this process:

Thumbprint (shal): B3884D87 OF9994CA D25AAQFC 4204D867 FRAFBEDS

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. if you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

In the Certificate Import Wizard window click OK.
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':0] The import was successful,

This window completes the certificate import procedure. Refer to the
next page for Wireless Network Configuration.
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Configuration of the Wireless Network Properties

1. Click Start - Connect to. The following window appears:
i —— .

'.\L.__,/I '@ Connect to a network 0 " RRiang »

Select a network to connect to

Show [ Al -

: Dial-up and VPN alia
- —_h ]
Adk' yPN Connection VPN connection =]
-, &
Wireless Network Connection ~ B
Y -
& 10211 Security-enabled network !!J_U 1
&' FDIBA Wireless Security-enabled network .ﬂ“ -

Set up a connection or network
Open Network and Sharing Center

Connect Cancel

2. Click Set up a connection or network. The following window
appears:

@ @ Connect to a network

Choose a connection option

»

Connect to the Internet —
Set up a wireless, broadband, or dial-up connection to the Internet.

| Set up a wireless router or access point
m Set up a new wireless network for your home or small business,

m

‘H Manually connect to a wireless network
=38l Choose this to connect to a hidden network or create a new wireless profile,

A Setup a wireless ad hoc (computer-to-computer) network
K-l Set up a temporary network for sharing files or an Internet connection.

7= Setup a dial-up connection
'a'n# Connect through a dial-up connection to the Internet.

[ MNext J’ Cancel




Technical University of Sofia

d Faculty of German Engineering Education and § 2
‘ Industrial Management v 7

FDIBAIT Team

3. Select Manually connect to a wireless network and click Next.

4. In the Manually connect to a wireless network window enter the
following information:

Network Name: FDIBA Wireless

Security type: WPA-Enterprise or WPA2-Enterprise (not WPA-
Personal!)

Encryption type: TKIP or AES

Check the box next to Start this connection automatically. Click
Next

(o S |

@ ¥ Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: FDIBA Wireless|

Security type: | WPA-Enterprise n |

Encryption type: | TKIP - |

Security Key/Passphrase:

/| Start this connection automatically

Connect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.

Cancel

5. In the following window select Change connection settings.
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Successfully added FDIBA Wireless

< Connect to...

Open the "Connect to a network" dialog so I can connect.

* Change connection settings
Open the connection properties so that I can change the settings.

6. In the FDIBA Wireless Wireless Network Properties window
choose the Security tab:

FDIBA Wiraless Wireless Metwork properties @

Connection | Security

Security type: [ wpaEnterprise -]

Encryption type: ['I1C[P v]

Choose a network authentication method:

[Microsoft: Protected EAP (PEAP) - || settings...
Cache user information for subsequent connections
to this network
I I

[ OK ] [ Cancel

7. In the Choose a network authentication method drop-down menu
choose Microsoft: Protected EAP (PEAP). Click Settings...



Technical University of Sofia

d Faculty of German Engineering Education and § 2
‘ Industrial Management v 7

FDIBAIT Team

Protected EAP Properties Lé]

When connecting:
| validate server certificate

Connect to these servers:

Trusted Root Certification Authorities:

FIIFDIBA Certificate Authority -
GlobalSign Root CA
GTE CyberTrust Global Root
Microsoft Root Autharity
Microsoft Root Certificate Authority
Thawte Premium Server CA
Thawte Server CA -

4 T 3

m

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

Secured password (EAP-MSCHAP v2) 'l | Configure... |

/| Enable Fast Reconnect
Enable Quarantine checks
Disconnect if server does not present cryptobinding TLY

CK ] | Cancel

In the Protected EAP Properties window select the checkbox next to

Validate server certificate. From the Trusted Root Certification
Authorities list scroll down and select the checkbox next to FDIBA
Certificate Authority. In the Select Authentication Method drop-down
menu select Secured password (EAP-MSCHAP v2). Click Configure...

In the EAP MSCHAPv2 Properties window clear the check box next to
Automatically use my Windows logon name and password (and
domain if any). Click OK.

EAP MSCHAPv2 Properties 5

When connecting:

?.E.Lrtl:umaticall'_.r wse my Windows logon name and
password (and domain if any).

| oKk || cancel
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You can optionally select the check box next to Enable Fast Reconnect.

8. In the Protected EAP Properties window click OK.

9. In the FDIBA Wireless Wireless Network Properties window click
OK.

10. You will see a balloon message popping up from the system
tray:

{ Ak Additional information is required to connect to FDIBA Wireless *

“=. Click to provide additional information and connect

- - ————_ = N

Click on the balloon message (Do not click the X in the upper right corner!).

The following window appears:

Enter Credential;

User name: username

Password: esscssee

Logon domain:  FDIBA

Save this user name and password fi

11. Enter your username and password. Enter FDIBA in the Logon
domain field. Click OK. If nothing seems to be happening, click Start-
Connect to and double click the FDIBA Wireless network. If the
system prompts for credentials, enter them again. You have
connected successfully if you see the following window:

10



Technical University of Sofia

Faculty of German Engineering Education and < 2
Industrial Management V 7

FDIBA IT Team

Successfully connected to FDIBA Wireless

If you have any questions or problems connecting to the network, please
contact the FDIBA IT Team (10207 - A) or e-mail itteam@fdiba.tu-sofia.bg.

11


mailto:itteam@fdiba.tu-sofia.bg

